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Abstract

The US Department of Homeland Security (DHS) has requirements for future explosive
detection scanners that include dealing with a larger number of threats, higher probability of
detection, lower false alarm rates and lower operating costs. One tactic that DHS is pursuing to
achieve these requirements is to augment the capabilities of the established security vendors with
third-party algorithm developers. The purposes of this presentation are to review DHS’s
objectives for involving third parties in the development of advanced algorithms and then to
discuss how these objectives are achieved using workshops and grand challenges.
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Facilitation of Third-party Development of Advanced Algorithms for Explosive Detection
Using Workshops and Grand Challenges

Introduction
The US Department of Homeland Security (DHS) has requirements for future explosive
detection scanners that include dealing with a larger number of threats, higher probability of
detection, lower false alarm rates and lower operating costs. One tactic that DHS is pursuing to
achieve these requirements is to augment the capabilities of the established security vendors with
third-party algorithm developers. A third-party in this context refers to academics, subject
matter experts, national laboratories, small companies and organizations other than the
established vendors. DHS is particularly interested in adopting the model that has been used
very successfully by the medical imaging industry, in which university researchers develop

algorithms that are eventually deployed in commercial medical imaging equipment.

One tactic that DHS is using is to sponsor workshops addressing the research opportunities that
may enable the development of next-generation algorithms. The first workshop, entitled
“Algorithm Development for Security Applications (ADSA) Workshop,” was held at
Northeastern University (NEU) in conjunction with the DHS Center of Excellence for
Awareness and Localization of Explosives-Related Threats (ALERT). A second follow on
workshop was held at NEU to discuss the efforts necessary to continue investigation and

development of third-party algorithms.

The main recommendation of the first workshop was to establish grand challenges for different

aspects of threat detection and different screening modalities. The aspects of threat detection
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include reconstruction and processing of sensor data, image segmentation, automated threat
detection and improved operator performance. The screening modalities include Xx-ray
computerized tomography (CT) for checked and carry-on baggage, advanced imaging

technology, cargo inspection, and stand-off detection.

It was further recommended at the first workshop that the first grand challenge should develop
advanced segmentation algorithms from volumetric CT data for the purpose of enhancing
automated threat recognition (ATR) algorithms for CT-based scanners. The details of
implementing this challenge were discussed at the second workshop. The first phase will entail
development, coordination and distribution of data sets, sensor descriptions and acceptance
criteria to researchers. These materials will be carefully screened and managed to prevent
unintended release of sensitive, proprietary or classified information. The data sets will consist
of images of scans of baggage containing known objects. In the second phase, researchers will
develop algorithms to segment the objects in the data sets and report their results. The
algorithms will be independently graded by ALERT and Lawrence Livermore National

Laboratory on other data sets, which will not be provided to the researchers.

A second conclusion from the first workshop was to hold subsequent grand challenges for
advanced reconstruction algorithms for CT-based equipment and different aspects of other
modalities such as multi-view line scanners (known as advanced technology) and advanced

imaging technology, which is also known as whole body imaging.
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The purposes of this presentation are to review DHS’s objectives for involving third parties in
the development of advanced algorithms and then to discuss how these objectives are achieved

using workshops and grand challenges.

Discussion
State the Problem

Terrorists still trying and are getting more sophisticated. There is a need to increase the
number of smart people working on homeland security.
State the Potential Solution and Research Methodology

Augment the capabilities and capacities of system vendors with third-parties. Third
parties can be accessed via workshops and grand challenges.
State the End Users/Customers/ Who would benefit

TSA will be able to procure equipment with better performance.
State the Challenges to Attaining the Solution and Results

TSA is concerned that vulnerabilities will be published. Requirement specifications are
classified. Language of homeland security is inaccessible to third-parties. Prizes cannot be
given.
Conclusion

Terrorists still trying and are getting more sophisticated. There is a need to increase the
number of smart people working on homeland security. Augmenting capabilities and capacities
of system vendors with third-parties is one tactic. Third parties can be accessed via workshops
and grand challenges. Successes have been achieved to date. There are issues that need to be

resolved to further increase third party involvement.
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